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BioMed DAR: Structure and Operatives

Mission statement :
To operationalize a SSSO (Standard Systems Support Office) for clinical research data management to support
strategic (past, current, future) A*"STAR BMRC programmes and beyond to health clusters
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:i) Dr. Max Fun (Project manager) Dr. Tan Ming Zhen (Assistant PI) Tay Weihong (s/w development manager)
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yd Governance T currently supported  Repository Architecture

I'u_ « oversees data access (DAC) * DM ops (data life cycle) » S/W engineering

E - ensures compliance (security+regulations) » Synthetic Data Lab (data modeling) (Tech refresh, app dev)

< * Pen testing
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O] Accountability Responsibility

E DAC : Data Access Committee Introduction In ethics and governance, Responsibility may refer to: being

E DSM : Data Science Management accountability is answerability, in charge, being the owner of a
. H : blameworthiness, liability, and the  task or event

E ML : machine Iearmng . expectation of account-giving.

O NLP : Natural Language Processing

S/W DevOps: Software Development & Operations E*P'a"aﬁ°: Yes Not necessarily
owe




Synthetic Data Lab




Extant Clinical Data Sharing and Protection Framework

Sources of Auxiliary Information

A combination of auxiliary knowledge sourced from
social networks and other sources augments the tools =, _ Accumulation of Data

at the adversary’s disposal. Recovery of pertinent, . T S —— C s—— } )
sensitive information of the data owner from sanitized 5 R e Methociﬂlcle?l gcclucrlnula}'ilonlgf a}? uge
/ deidentified data is already a distinct possibility. 3 e F gy B rove of clinical data heralds the

3 =imim s ss  advent of data-centric scientific

we on nwfie v v regearch in the biosciences.

Cryptographic Protections

Encrypted/Sanitised data cannot be directly
reinstated to their original form and can be
released for wider collaborative efforts. Improving
sanitisation requirements and cryptographic
methods keep prying eyes at bay.

Wider Collaborative Efforts
-

Sanitised/Deidentified databases released to the wider
community for industrial and academic research.
Loose controls over data usage and movement
facilitates collaboration.

Authorised Entities

Security Frameworks

Authorised Individuals and Entities
use data responsibly. Data
movements monitored and tracked.

Security Frameworks and agreements limit data access
to authorised individuals and entities. Prohibitive data
sharing and usage policies frustrates attempts at data
leakage.
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Wider Collavorative Efforts ¢ Data Sharing and Protection Framework with
Collaboration with the wider community can be done at SYNTH ETI C DATA

minimal risk of privacy loss. e Synthetic Data

- Synthetic data sampled from the learned probability
maman  distributions. Process is inexpensive as compared +o

W aie  fraditional clivical data collection and a vew set can e
== geverated for different users or uses.

Reduced Red Tape

Reduced efforts +o adhere to personal data protection
requirements because data did not come from any
person.

No Connection to Data Source
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Geverated synthetic data has vo conceivable
personal links to the individual from which the
raw data was sampled. Auxiliary information
contributes little towards privacy infringement.

Major Utility

Sywthetic data shares the same probability
distributions with the raw data and can be nsed
as a substitute for algorithm development, et

_ Sources of Auxiliary Information

A combination of auxiliary knowledge sourced from
social networks and other sources augments the tools
at the adversary’s disposal. Recovery of pertinent,
sensitive information of the data owner from sanitized
/ deidentified data is already a distinct possibility.
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Methodical accumulation of a huge
trove of clinical data heralds the

advent of data-centric scientific  (@—
research in the biosciences.
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Cryptographic Protections _>. LGﬂVVIWI@/W\OdC“lVI@
Erllcrypted/Sanit.ised. dlata cannot be directly The MV]d@Y’l\{lV]@ data distributions
reinstated to their original form and can be . . T
released for wider collaborative efforts. Improving (MWV&H&H’@ &JOlV]+) are l@al/’\/]@d/W]O&{@HG&{
sanitisation requirements and cryptographic from the raw data. This forms +he basis
thods ki i t bay. . .
) TEToRs Kech PIVINg &yes a1 oy from which vew data could be synthesised.
. _ Wider Collaborative Efforts ="
RANY Sanitised/Deidentified databases released to the wider B

community for industrial and academic research.
Loose controls over data usage and movement
facilitates collaboration.

Wajor Cost Savings

Sywthetic data does ot require encryption-at-rest
protocols, secure database warehousing, anditing,
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Authorised Entities

Authorised Individuals and Entities Security Frameworks cy‘qp{w@rap]ﬂl& 6160{\/]5M@, approvals, collaboration
use data responsibly. Data ; . .
movements monitored and tracked. Security Frameworks and agreements limit data access M@V@@VV\@VH’S, ete.
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to authorised individuals and entities. Prohibitive data
sharing and usage policies frustrates attempts at data
leakage.
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Possible Applications / Collaborations for Synthetic Data Lab

- Types of Synthetic Data
» Tabular Clinical Data
» Medical Images (CT scans / MRI)
« Time Series (fMRI signals, ECG signals)
» Medical Records
« Applications of Synthetic Data
» Training Datasets to accelerate development of algorithms
 Independent Test Datasets to validate algorithms
« Mock data generation for systems development
« Mock data generation for improved statistical power
- Combination of multiple data sources to create joint probability distribution
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Synthetic Data Lab Real Working Example
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REAL TABULAR DATA EXAMPLE: ATTRACT DATA SET

Number of Variables
o

tType of Variables

.. Lree Dependencies

315

JNumber of Data Points
3964

Longitudinal Data

*Collection (#Variables)

Baseline: 85

Baseline/6 months: 45
Baseline/6 weeks/6 months: 88
Baseline/6W/6M/1Y/2Y/3Y: 94
Reference: 3

Longitudinal Data

*Collection (#Data points)

Baseline: 912
6 weeks: 428
6 months: 420
1Y: 816

2Y: 787

3Y: 601

Date: 41

Mixture (numeric): 24
Nominal: 107
Numeric: 80

Ordinal: 10
Percentage: 1

Range: 1

String: 5

Text: 44

Unknown: 2

FMissing Datapoints
Yes

Date Dependencies
-

Yes

? D Events if yes, date of death (date:
i dd/mm/yyyy)

Date of first

failure

KNOWN

Baseline_ HFHXLVEF::MH_firstDiagHF

(date: dd/mm/yyyy

NO

diagnosis of heart O—PDD—V Baseline. HFHXILVEF::MH_firstDiagHF (nominal)

UNK Data-Type: Nominal

1= in last day

2 = last week

3 = last month

4 = last 3 months

5 = more than 3 months ago
9 = not available

99 = not applicable

— Events if yes, cause of death (text)

IF “OTHER”

Is next longitudinal
~ collection date > data
- synthesis date?

YES

[

Events if yes, cause of death (text)

NO

CONTINUE
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JMarginal Probabilities

The various multivariate probability distributions are a
generalisation of univariate probability distributions to
one or more variables.

1000 Simulated N(0,1) Random Values

1000 Simulated N(0,1) Values Transformed to Gamma(2,1)

-4 -3 -2 - 0 1 2 3 4

Joint Probabilities
o

The various multivariate probability distributions are a
generalisation of univariate probability distributions to
one or more variables.

Closed form of PDF of d-dim multivariate normal dist.

(—30em =loeny)

Tt we have the closed form of a
multivariate PDF/CDF, we can geverate
sets of values from the multivariate
PPF.

. But we dow't have closed forms for

varying margival distributions with
varying correlations.

Compute data correlations
from +raiving data

Use correlations in some

probability distribution for
miiformRV on [0A].

The \/_‘ Applying the
probability 1000 Smulatec (0.1 Valuss Transformed t UG inverse
integral probability
transform ofa integral
randowm travsform of a
variable is a E " distribution F
random = +6 a randowm
variable that variable gives
is uniform own a random
(o] " a1 02 aa na 0 on 07 oon 00 1 Variable whose
F;(z) = Pr[X; < x| distribution is
F.
(X1, X0, ..., Xy)
(U, U, ..., Uy) = (F1 (X)), F3(X2),..., Fa(Xyq))

(X1, Xayeo, Xa) = (BN L), By HUR), .. F I[Ud]).

Synthetic

COPULA: dependewncy structure
(X1, Xo, ...

between margivals.
PI‘[U] <, U < g, ..., Uy < t{d].

A CDF based on uniform
ravdom variables on (D]

il

known form of mulivariate

 X4)

I “—__ sampled variables, based

\

Sample from the multivariate
probability distribution of random
variables.

{Ul'.UE:'*".Ud}

Do inverse transform ow

on what T thivk their
marginal distribution is.

{Fl I(Ul}?Fz L(UZL""-'Fd 1(Ud])
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MODELLING JOINT DEPENDENCIES

COPULA LEARNING

Hypertransformer converts all
strings, dates and stuffinto
numbers. Transformer +o be learved
from the full, unfiltered dataset,

Transformed Data

A 4

Build Transform
HyperTransformer
HyperTransformer Data
A

Cleaned Data

A

Load Data

Data Cleaning +

Data Forced
Constraints

Reverse
Transformed
Synthetic Data

Reverse-
Transform
Data

Forced constraivts are used twice,
first on the traiving datato make
sure they are worth learving, and
againon the geverated data, for
forcing constraints upon them.

l

Build Full Copula

—

I

Full Copula

A 4

Sample Full Copula

v

Synthetic Data

Fy

Iterative

Update of
Synthetic Data

New replaces old, then goes in for
another loop (ove loop is for one

Last updated:15 WMarch 2022, MZ

conditional copula)

CONDITIONAL-COPULA LEARNING

Cowditional pipelive learns a
separate copula for different child
branches, based on parewt
conditions.

Ouly contains child values subject +o
a single branch of parent condition,
Process repeated for multiple
variables, multiple conditions.

If conditional

Filtered
Transformed Data

Conditional Filtering of
Transformed Data

Filter is applied on transformed
data, rather thav travsformivg
filtered data. This keeps the
namerical travsformation consistent
during future conditioving

[ Build Conditional Copula ]

Cownditional Copula never learned l
values from other branches. T+s «————— Conditional Copula
probability distribution is pure.

Contams rows of sywthetic datathat

have wrowng child values, i.e. those that
ot belong o this conditional bmmD

If conditional
Conditional Filtered Synthetic Resampling Filtered
Filtering of ] Data for Synthetic Based on
Synthetic Data resampling Conditions
Resampled

Synthetic Data

New child values are sampled using
conditional copula, subject+o given
prior conditions from the other
sywthetic data variables

This pipeline uses packages from the Synthetic Data Vault project. https://sdv.dev
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QUICK GLANCE

Experiment

Multivariate copula learning:
* 912 baseline datapoints;
* 315 variables;

Qualitative Look at Histograms
[

Qualitative inspection of histogram plots of individual
continuous variables. Multivariate copula can model
univariate continuous distributions to reasonable
accuracy.

Qualitative Look at Regressions (Linear)
[

Simple linear regression using height and weight
variables from both original and synthetic data.

Figure shows superimposed scatterplots and regression
trendlines from both the original and synthetic datasets.
There is visible high overlap of the two scatterplots,
though slope and intercept confidence levels are slightly
different.

Original slope (95%): 93.250696 +/- 10.649427
Original slope (95%): 96.233674 +/- 10.403114
Original intercept (95%): -80.618723 +/- 17.465537
Original intercept (95%): -84.849367 +/- 17.052326

Visit::exam_Height in metres

I Real
Synthetic

3 -
= 4+
= =
= =
S 2 S

1

0 .

1.3 1.4 1.5 1.6 1.7 1.8 1.9
Data

Visit::exam_ Weight

40

60

I Real
Synthetic

80 100
Data

120

Linear Regression Training (Height vs Weight)

140

—— Fitted; R-squared: 0.249586; slope (95%): 93.250696 +/- 10.649427

140 1 Fitted; R-squared: 0.248277; slope (95%): 96.233674 +/- 10.403114 *
= original data
synthetic data * x
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